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META TA 3ABJAHHSA HABYAJIBHOI JTUCHUILITHA

Hapuanpna aucuumutina “OcHoBu KibepririeHn” € BUOIPKOBOIO Uil MiJTOTOBKH CHEIIaJIiCTiB
HIMPOKOTO MPOUTIO 13 3araibHO-TEXHIYHUX CICIIaIbHOCTEH.

[IporpaMy po3paxoBaHO Ha CTYACHTIB, SIKI HABYAIOTHCS 32 OCBITHHO-KBATI(iKaliHHUM piBHEM
“(haxoBuit Moo OaKkaiaBp” TEXHIYHOTO CIPSIMYBaHHSI.

3riHO 3 HABYAJIHLHUM IUIAHOM Ha BUBUEHHS AUCHUILTIHU “OCHOBH KiOepririeHn” BUIIICHO BCHOTO
30 akapemiunux rogauH (1 kpeaut ECTS).

BuBuenHs puciumiiiHm 0a3yeTbcs Ha 3HAHHAX, OTPUMAHMX IPU BHBYEHHI MPEIMETIB
“Indopmaruka”, “IndopmariifHi TeXHOJIOTIT” Ta BMIHHSIX MPaIOBATH Ha MEPCOHAIBHOMY KOMII IOTEpl B
00cs131, TOCTaTHOMY JJIsi BUKOHAHHS PodeciiHuX 000B’s3KiB.

[IpeameTrom HaB4YaybHOI jaucnuIUliHK  “OCHOBH  KiOepririeHM” € MEeTOAHM, CIIocCoO0M Ta
npodTaKTUYHI 3aX0/IH, SIKi MOTPIOHO 3aCTOCOBYBATH B TIOBCSAKICHHOMY KHUTTI JUIS 3aXUCTY BiJl IIU(PPOBUX
3arpo3, TaKWX SK 3JIOBMHCHE IporpamHe 3a0e3ledeHHs, IporpamMu-BUMarayi, (QIIMHr, KpaaiKka
ocoOucTHX (hiHAHCIB Ta OCOOMCTUX JAHUX, & TAKOXK KiOepOyJIiHT.

MeTtorw BuKIafaHHS HaB4aidbHOI AucuUILTIHU “OcHoBH KiOepririeHu” € (opmyBaHHS 0a30BUX
3HaHb MEXaHi3My Oe3MeKH TiJ 4ac poOOTH 3a KOMII FOTEPOM, IO CTOCYIOThCS KiOepririeHu Ha podody
MiClll, BUBYEHHS HOPMATUBHO-TIPaBOBOI 0a3m y cdepi kibepririeHn Ta iHQopMarlliiiHoi Oe3mneku,
3MIACHEHHST 3axO0JiB 3 KiOepririeHn Ha poOo4oMy MicIi Ta e(QeKTHBHE BHKOPHCTAaHHS Cy4acHHX
KOMIT'FOTepPHO-1H(OPMaLIIHHUX TEXHOJIOTIH y CBOIM MAisUIBHOCTI, IO Mae 3abe3meyuTd (HOpMyBaHHS Y
3100yBaviB OCBITH OCHOB iH()OpMAIIfHOT KYIbTYpH Ta iH()OpMAIiiTHO-KOMYHIKATUBHOT KOMIIETEHTHOCTI Ta
HaOyTTs MPaKTUYHUX HAaBUYOK I110/10 1X 3aCTOCYBaHHS y MallOyTHi# npodecii.

3aBgaHHs AUCIUIUTIHY “OCHOBU KiOEpririeHu” MoJsrae y HaCTyITHOMY:

v BuminHi izenTHdiKyBaTH KiGep3arpo3u s NepeciuHiX KOPHCTYBAUIB;

v\ BMiHHI ifeHTH(IKyBaTH 03HAKM aTaK HA TEPECiYHMX KOPHCTYBAUiB Ta pearyBaTH Ha HHX,
3a0e3neuyroun BiIacHy HUpoBy Oe3neKy;

BMIHHI 1IeHTH(iKyBaTH KiOepOyIiHT Ta MIPOTUCTOSATH HOTO MPOsIBaM;

BHU3HAUYATH 3aX0H KiOepririeHu A KOHKPETHOI CUTYaIlii;

OLIIHIOBATH 3arpo3M Ta BKMBaHHS 3aX0/lIB pearyBaHHs Ha poO0uOMYy MICIIi;

0e3nevHo MOBOAUTHCH Y Kibepcdepi;

3JIIACHIOBATH OpraHizallilo 6€3MeYHOro JA0CTYILY 10 IPUCTPOIB 1 IPOrpam;

IIPaBUJILHO HAJIAILITOBYBATH MIPOrpaMHe 3a0e3MeueHHs Ha poO0uoMYy MiCLli;

BMIHHI 3/1IICHIOBATH OIIHIOBaHHS 1H(OpMAITii 3T1THO MPUHITUIIIB OHJIANH-KOH)1ICHIIIHHOCTI
Ta nudpoBorO CIIAY.

OuikyBaHi pe3yJlbTaTl BUBYEHHS AUCUUILTIHYU “OCHOBHU KiOepririeHu’:

v' kBarmi¢ikoBaHe Ta e(peKTHBHE BHKOPHCTAHHsS CY4acHHX iH(POPMAIifiHO-KOMYHIKAI[IHIX
TEXHOJIOTI! Y HaBYANIbHO-MTI3HABATIBHIN ISIIFHOCTI Ta MOBCAKIACHHOMY KHTT,

v\ yMiHHSA CaMOCTIHO OIAHOBYBAaTH Ta pAI[iOHAIBLHO BHKOPHUCTOBYBATH IIPOrpaMHi 3aco0u
pI3HOrO TpHU3HAYEHHS, IUIECHPSIMOBAHO LIYKaTH W CHUCTeMaTU3yBaTH 1H(OpPMaIlil0, BUKOPUCTOBYBATH
€JIEKTPOHHI 3aCO0M OOMIHY JaHUMH;

v\ yMiHHS 3aCTOCOBYBAaTH iH(OPMAIiHO-KOMYHIKAIiHI TEXHOIOTIl 3 METOK e(pEeKTHBHOTO
PO3B’sI3aHHS PI3HOMAHITHUX 3aBAaHb LI0JI0 OTPUMaHHS, 00poOKH, 30epeKeHHs, MoJaHHs 1HPopMallii, sSKi
OB’ s13aH1 3 MailOyTHROIO MPO(deciitHOO AISTBHICTIO B yMOBaX 1H(OpPMAIiHOT0 CyCIiIbCTBA.
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MPOI'PAMA HABYAJIbHOI JUCLUILJITHUA

BeTynHuil iHCTPYKTAX 3 NPaBWJI TEXHIKN 0e3NeKH.

Tema 1. Beryn 10 ki0epririenn ta nporuaii kidepOyJiiHry.
BaxuBicTh M10JICBKOr0 akTopy y cucremi 6e3neku. Bunn xakepcpkux arak. BusHaueHHs MOHATTA
“kibepririeHa”.

Tema 2. ConiajbHa iHXKeHepis.

[TonsaTTsa comianpHOI iHkeHepii. [IpuunHu Ta ymMoBH corlianbHOi iHXeHepii. [Ipuitomu, meToam Ta
MPHUHIIMIINA COLianbHOI iHXkeHepii. Ilcuxosorist BIUTMBY Ta 3araibHI peKOMEHMAIil s 3100yBadiB
OCBITH.

Tema 3. be3neune KopucTyBaHHs Mepe:kero InTepHer.

Bpayzep Ta #ioro ¢ynkmii. JJomenni imena. [lludpyBanns komyHnikaniii. Opranizaiisi aBTopu3ailii B
IutepHeri 3 BuUKOpUCTaHHSM Opay3epa. besmeuHe BuKOpucTaHHS MiaridiB. Pexomenpamii 3
ybesneueHHs1 Opay3epa. besneune kopuctyBanHs mepexamu Wi-Fi. BinnoBimanbHe ONmpHITIOTHEHHS
iH(opMarrii.

Tema 4. be3neuHe KOPUCTYBAHHSA €JIEKTPOHHOIO MOIITOI0.

Po3mexxyBaHHST BHKOPHUCTAHHS OCOOMCTOI Ta CIIy)KOOBOi MOIITOBHUX CKPHUHBOK. 3arpo3W Iij dac
KOPHCTYBaHHS IMOIITOBOK CKPUHBKOIO. AHATI3 JIMCTIB, 110 MICTATh O3HaKH (immHry. Pexkomennarii
1010 3aXUCTY €JIEKTPOHHOI onrTy. [1nan niit Ha BUMa 0K KOMITPOMETAITii MOIITH.

Tema 5. llIkinauBe nporpamMue 3a0e3ne4yeHHsI.

3arpo3u i mporpamHoro 3abesneueHHs. OHOBIEHHs MporpaMHoro 3abesnedeHHs. JlineH3iiiHe Ta
HelnileH31iiHe mporpaMHe 3a0e3neueHHs. TUnM LIKIJUIMBOIO MPOTrpamMHOro 3ade3neyeHHs. 3arajbHi
peKoMeH 1allli 3 BUKOPUCTAHHS MPOrpaMHoro 3abe3neueHHs. AHTUBIpYCH: Mi(H Ta peaJtii.

Tema 6. be3nexa KOPUCTYBAHHSA COLiATIbLHUMU MePeKAMM.

ComianbHi  Mepexi: 3arajibHi TMOJIOKEHHsS. besneyHa peecTpailiss B COI[AIbHUX MeEpekax.
HanamryBanus koHQ1AEHIIHHOCTI Ta 1HIIMX NUTaHb Oe3neku. [llaxpalicTBO B collalbHUX MEpeKax.
BinnosiganeHe nommpeHHs iHpopMalii y coniaabHUX Mepexax. Pekomenariii 3 6e3neynoi po6oTH B
COILIIAJIbHUX MEpexKax.

Tema 7. be3neka M0O0OiJILHUX MPUCTPOIB.

[IpaBmia 0OMeEXEHHS NOCTYyNy /10 MOOUIBHUX HpUCTpoiB. OCOOIMBOCTI NepeJaBaHHS KOHTAaKTHOT
iHdopmanii iHmUM ocobaMm. ['0NOBHI 3arpo3u, sKi BHHUKAIOTH MiJl 4ac POOOTH 3 MOOUIBHUMU
npuctposiMu. OCHOBHI npaBuiIa 0e31neyHoi poOoTH 3 MOOUIBHUMHU IPUCTPOSIMHU.

Tema 8. besneuni 00J1iKk0Bi 3anucu.
Sk Burajgatu Ta 3amam’statd napoib. J[BodakTopHa ayTeHTHdiKalis: 110 1€ Ta SK BCTAHOBUTH.
MeHnexkep naposiiB Ha MOOUIBHOMY NMPHUCTPOI.

Tema 9. @iznuna 0e3mexa.
Poxab ¢i3znunOi Oe3neku y Kibep3axucTi. be3neka KOHTPOJIbOBAHOI 30HH. 3arpo3u, sSKi BUHUKAIOTh ITiJT
yac BUKOPUCTAHHS 3MIHHUX HOCI1B iH(opMmallii. 3B’ 30K colllaiabHOI 1HXeHepli Ta (pi3uyHOoi Oe3MeKH.

Tema 10. Y0e3neueHHsI Bil HempaBIAMBHUX MOBiIOMJIEHb.
Bunun maninynsauiid 3 iHpopmanieto y kibepcdepi. PosmizHaBanus ¢eiikiB B IHtepHeri. 3axomu
OPOTH/IiT HETIPaBAWBUM MOBIJJOMJICHHSIM.

Tema 11. IIpoTuais kiéepOy.tiHry.
KibepOyminr — sk posmizHatu? Tpominr Ta ¢umeliminr. Haknenu Ta nepeciigyBaHHS (CTaJIKIHT).
I'enicneninr. CeKCTHHT Ta OHJIAWH-TpyMiHT. IIIMUTYHCTBO Ta CaMO3BaHCTBO.

Tema 12. IIpaBogi 3acaau kidepririenu.
ITpaBoBi 3acau KibepririeHu B 3aKOHOAABCTBI YKpaiHU.

IlinBenenns nigcymMkiB BUBYeHOro. Kommn’orepHe recTyBaHHs
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TEMATUYHUM IUIAH JUCHUILITHA

Tema 3aHATTA KinekicTs rognn

BerynHuii iHCTPYKTaX 3 NpaBUJI TeXHIKN 0e3MeKH. 2
Tema 1. Beryn 1o ki0epririenu Ta nporuaii KidepOyJiiHry

Tema 2. ConianbHa iH:KeHepist

Tema 3. Be3neuyne kopucryBaHHs1 Mepexelo IHTepHer

Tema 4. be3neune KOPUCTYBAHHSA €JICKTPOHHOIO IMOIITOIO

Tema 5. LlIkigauBe nporpamue 3a0e3neyeHHst

Tema 6. be3neka KOPUCTYBAHHA COLiATbHUMH MepPeKaAMM

Tema 7. be3neka M0OiJILHUX NPUCTPOIB

Tema 8. Be3neuni 00.1iK0Bi 3anucu

Tema 9. Dizuuna O0e3nexa

Tema 10. Yoe3neueHHsi Bil HempaBAUBUX MOBiIOMJIeHb

Tema 11. IIpoTuais KidepOy IiHry

Tema 12. IIpaBosi 3acaau kidepririean
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IlinBenenns niacymMkiB BuBYeHoro. Kommn’orepHne trectyBanHsi
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METOAN HABYAHHSA TA KOHTPOJIIO,
KPUTEPII OIHIOBAHHS, PEKOMEH/IOBAHA JIITEPATYPA

[Tpu poBeieHH1 JIeKI[iii BUKOPHUCTOBYIOTHCS CJIOBECHI Ta HA0YHi MeTOIM:

v' IOSCHEHHsI 3 €JIEMEHTAMH OSCiI;

v jeMoHCTpartisi 3a noromMororo ITK.

MeToau KOHTPOJIIO:

v' yCHHUI KOHTPOJIb;

v' KOMOiHOBaHHUiT KOHTPOJIb;

V' IiICYMKOBHI KOHTPOJIb.

[Tpu ouiHIOBaHI BIAMOBII CTyJeHTA IOTPIOHO KEPYBATHCA TAKUMH KPUTEPisIMU:

v\ I[IOBHOTA i IPaBUJILHICTH BiAMOBIi;

v\ CTYINiHb YCBiIOMJIEHHS i pO3yMiHHS BUBYEHOTO;

v' MoBHE 0()OPMIICHHS BiAMOBIIi.

BignoBiab cryaenTa mae OyTu 3B’53aHOI0, JOT1YHOIO, TIOCITITOBHOIO.

OuinoBaHHS IKOCTI MiJrOTOBKU CTYACHTIB 3 HaBUaJIbHOI AUCUHUILIIHK “OcHoBH KiOepririeHu”
3MIIACHIOETHCS B IBOX aCIEKTaX:

V' piBeHb BOJIOIHHS TEOPETHYHUMH 3HAHHIMHU;

v 3JaTHICTH JI0 3aCTOCYBaHHS BUBUYEHOIO Marepiainy y MPakTHYHIHM isIbHOCTI.

Kpurepii oniHIOBaHHS 3HAHb Y4YHiB

Ouyinka ,,6i0minno» (éucokuit pieens). CTyIEHT BOJIOJIE y3aralbHEHUMH 3HAaHHAMU HaBYaJIHLHOTO
Marepialy B HOBHOMY. BimoBine cTyseHTa MOBHA, MPaBUIIbHA, JOTTYHA 1 MICTUTh aHajli3, CUCTeMaTH3allilo,
y3arajlbHeHHsl HaB4aJIbHOro Marepiany. CTYIEHT BMi€ CaMOCTIHHO 3HAaXOIUTH 1 KOPUCTYBATUCS JDKEpENIaMU
iH(opmarlii, OLiHIOBaTH OTpHMaHy IiH(pOpMalio. BCTaHOBMIOE NPUUMHHO-HACIIAKOBI Ta MIDKIPEIMETHI
3B’s13ku. PoOuTH aprymeHToBaHi BUCHOBKU. [IpaBMJIBHO 1 YCBIJOMJIEHO 3aCTOCOBYE BCl BHJU JIOBIIKOBOL
iH(opMarii B Mexax HadanbHOI porpaMu. Iposiise mi3HaBaILHO-TBOPUMI 1HTEpeC /10 00paHoi nmpodecii.

Oyinka ,,000pe» (Oocmammniii pieensv). CTYACHT CaMOCTIMHO, 3 PO3YMIHHSAM BIATBOPIOE
OCHOBHMH HaBYaJlbHUM MarepiaJl Ta 3aCTOCOBYe HOro IMpH BHUKOHAHHI 3aBJaHb B THUIOBUX YMOBax
(cranmapTtHUX cuTyanisx). Jlae BU3HA4YeHHS OCHOBHMX IIOHSTH, aHali3ye, TMOPIBHIOE iH(OpMaIIiio,
BCTAHOBIIIOE 1i 3B’S30K 3 00paHo0 mpodeciero Ta poOUTh BUCHOBKH. BiAMOBi/Ib B 1IJIOMY NPaBUIIbHA, JIOT1YHA
Ta JOCTaTHbO 0OrpyHTOBaHa. [Ipy BIAMOBIII JOMYCKAE HECYTTEB] TOMUIIKH, SIK1 MOKE BUIIPABUTH.

Ouyinka ,,3a006in1bH0» (3a006inbHull pigens). CTyNIeHT Ha pIiBHI  3amaM STOBYBaHHs, 0e€3
JIOCTaTHHOTO PO3yMIHHS, BIJATBOPIOE OCHOBHI TIOJOKEHHS HaBYaJIbHOTO Matepiamy. [lae momuikosi
BHU3HAYEHHSI OCHOBHHUX MOHATh. MOXe 4acTKOBO OOIPYHTYBAaTH 1 MpoaHalli3yBaTH CBOIO BiAMOBiAb. [Ipu
BIIMOBIII JIOMTYCKAE MTOMUJIKH, SIKI CAMOCTIHO HE MOYKE BUITPABUTH.

Ouyinka ,ne3a0o06inbnoy (nezadosinvnuii pieensv). CTyAeHT, 3a JOINOMOIOK BHUKIAJIaya
BIJITBOPIOE Ha PiBHI PO3Mi3HABaHHS OKpeMi ()parMeHTH HaBYalbHOTrO Marepiany. [Ipu BinnmoBial nomyckae
CYTTEBI TOMUIIKH.

PEKOMEHIOBAHA JITEPATYPA
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