HapuanbsHny nporpamy 3 npeaMera “OcHoBH Ki0epririenn” po3poous:

MeTtoauct, BUKJIaga4 iHPOPMATUKH Ta KOMIT’IOTEPHUX TUCHUILIIH

JepkaBHOr0 HABYAJIBLHOTIO 3aKkaany “Bume npodeciiine yunimme Ne34 m. Crpuii”
SApwuy Irop ApocnasoBny

(Ha3Ba HaB4aJIbHOTO 3aKNaNy)

3ATBEPIXYIO
3acTynmHHMK IMPEKTOpPa 3 HABYAJIbHO-BUPOOHUYOT po6OTH
(Im’s1, Ip13BUIIIE)
” ” 2024 p.

HABYAJIBHA ITPOI'PAMA

3 mpeaMera “OcHoBH Ki0epririenn”
JJIS MIATOTOBKHU KBaJIi(PikoBaHUX POOITHUKIB 3a npodecicro:

5122 Kyxap
7412 Kouaurep

IMpodeciiini kBagigpikamii:
v Kkyxap 3 pospsany;
v Kkyxap 4 pospsuy;
v’ KoHIMTEp 3 PO3pALdYy.

Ckiaaeno y Binnosignocri 1o Crannapry npodeciiinoi (mpogeciiiHo-TeXHiYHOI) 0CBITH

CII(IIT)0 5122.1.56.10 — 2021 — 5122 Kyxap, 3aTBepA:xKeHOro Hakazom MiHicTepcTBa ocBiTH i HAYKH
Ykpainu 26.10.2021p. Ne 1133 ta Bumor a0 Cranaapry npodeciiinoi (mpogeciiiHo-TexHiuHOoI) ocBiTH
CII(IIT)O_7412.C.10.70 — 2017 — 7412 Konautep, 3aTBepskeHOro Haka3zom MiHicTepcTBa oCBiTH i
HAyKH YKpainu Bix 27.12.2017p. Ne1691.

Po3risiHyTO Ta cXBaJIeHO HA 3aCiJaHHI MeTOAMYHOI KOMICii

(Ha3Ba kowmicii)

IIporokoa Ne Bigx ¢ 7 2024p.

I'onoBa komicii (Im’s1, ipizBHILE)
(ITirmec)

Po3po0uB BuK/Ia1a4 (Im’s1, mpi3BHIIE)

(ITigmuc)
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B pe3yabTari BUBYEHHS NpeaMeTy 3100yBayi 0CBITH MOBUHHI

3HaATH:

BMITH:

npaBuJjIa TEXHIKKA OE3MEeKH ITiJ] Yac poOOTH 3a
KOMII'IOTEPOM;

OCHOBHI TMOJIOXEHHS Ta TEpMIHH, WIO
CTOCYIOThCSl  KiOepririeHu Ha pobodoMy
MicIii;

HOPMAaTHBHO-TIpaBOBY  0azy y  cdepi
kibepririeHu Ta iHpopMaliifHOT Oe3MeKu;
3ax0/M KibepririeHu Ha podo4oMy MicIIi.

D N N N N

BU3HAYATH  3aXOQu  KIOepTirieHu
KOHKPETHOI CUTYaIlil;

OIIIHIOBATH 3arpo3W Ta B)KWBAaHHS 3aXOIiB
pearyBaHHs Ha poOOYOMY MICITi;

0e31meyHo TOBOAUTHUCH Y Kibepcdepi;
3MIMCHIOBATH  OpraHizaiito  0Oe3NMeYHoro
JOCTYITY JI0 IPUCTPOIB 1 IPOrpaM;
NPAaBWJILHO  HAJANITOBYBAaTH  IPOTPAMHE
3a0e3neueHHs Ha poO0YOMy MICIIi;

3MIMCHIOBATH OIIHIOBAHHS 1H(pOpMaITii.

TS
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TEMATHUYHHWM IVIAH IIPEJIMETA

Ilo3navyenHst Tema 3aHATTA KinbkicTb
KOMIIETeHTHOCTI TOAMH
KK7, 3I1K.4 BerynHuii  iHCTpyKTaX 3 NpaBMJI TeXHIKH 0e3leKu. 1
Beryn 10 kidepririenu Ta npoTujii KidoepOyJaiHry
KK7,3I1K.4 ConiasibHa iHKeHepist 1
KK7, 311K.4 be3neune kopucryBanHs Mmepe:xero InTepHer 1
KK7, 311K.4 be3neyne KOpUCTYBaHHSA €JIEKTPOHHOIO NMOIITOI0 1
KK7, 3I1K.4 IIkixnuBe nporpamue 3ade3neYeHHs 1
KK7, 3I1K.4 be3nexka KOpUCTYBaHHS COLAJLHUMH Mepe:kaMH 1
KK7, 3I1K.4 be3neka Mo6iIbHUX NPUCTPOIB 1
KK7, 3I1K.4 ®diznyna 6e3neKa 1
KK7, 311K.4 Y0e3neueHHsl Bi/l HeMmpaBJAUBHUX NMOBiIOMJIEHb 1
KK7, 3I1K.4 IIpaBoBi 3acanu ki0epririeaun. Komn’rorepHe TectyBaHHs 1
Pazom 10
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3MICT POBOYOI TIPOT'PAMU ITPEJMETA

Ne Tema 3aHATTS Ta Ii KOPOTKHH 3MicT Kinbkicts | [Ipumitkn
3aHATTH TOAUH
1. Berynnuii iHCTPYKTa:K 3 NpPaBMJ TexXHIKM 0e3neKku. 1

Beryn 1o kidepririeHu Ta npoTuii KioepoyJiiHry.

BaxnuBicTh IOACHKOTO (AKTOPy Yy CHCTEMi O€3IeKH.
Buaun  xakepcekux ~— aTak.  BH3HA4YeHHS ~ TIOHATTS
«K10epririeHay.

2. ConianbHa iHKeHepist. 1

[Monstrst comianpHOi imKeHepil. [lpuumHM Ta yYMOBH
comianbHOi 1HkeHepii. [lpuiiomMmu, MeTOOM Ta TPUHIUIN
couianbHOl imxkeHepii. Ilcuxomoris BIIMBY Ta 3arajibHi
pexoMeHallii i 3100yBaviB OCBITH.

3. Be3neune kopuctyBaHHs Mepe:xkelo IHTepHeT. 1

bpay3sep Ta itoro ¢ynkuii. Jlomenni imena. [ludpyBanas
KoMyHiKariii. Opranizamisi aBropusamii B IHTEepHETI 3
BUKOPUCTaHHsSM  Opay3epa. be3rneuHe  BHKOpPHCTaHHS
miaridiB. Pexomengariii 3 yoesneueHus Opay3epa. besneune

KOPUCTYBaHHS MepexamMu Wi-Fi. Binnosigansue
OTIPIITIOTHEHHS iH(pOopMallii.
4. Be3neyHe KOpUCTYBaHHSI €J1eKTPOHHOK MOIITOIO. 1

Po3mexxyBaHHS BHKOPHUCTaHHS OCOOMCTOI Ta CIy>KOOBOT
MOIITOBUX CKPUHBOK. 3arpo3d TMiJl Yac KOPUCTYBAHHS
MOIITOBOIO CKPUHBKOIO. AHAJII3 JIUCTIB, IO MICTATH O3HAKH
¢bimuary. Pexomenparii 10A0 3aXHUCTy €JIEKTPOHHOI
nomrty. [1man Al Ha BUNIaOK KOMITPOMETAIIi1 MOIITH.

5. HIkiniuBe nporpaMue 3a0e3neyeHHs . 1

3arpo3u s mporpamHoro 3abe3nedyeHHs. OHOBIEHHS
mporpamMHoOro 3a0esneueHHs. JIINEH31iMHE Ta HEMIEH31HEe
nporpaMHe 3abe3nedyeHHs. Tunu mKiJUIMBOro IporpaMHoOro
3a0e3meueHHs. 3araibHI PEKOMEHJAIli 3 BHUKOPUCTAHHS
MIPOTrpamMHOTO 3a0€3TEUCHHS.

6. be3nexka kopucTyBaHHS COMiaJIbHUMM MepeKaMM. 1

ComianbHi  Mepexi: 3arajdbHI TOJIOKeHHS. be3neuyna
peecTpallisi B COIallbHUX Mepexax. HamamryBaHHs
KOH(1ACHIIIITHOCTI Ta 1HIMX NUTaHb Oe3neku. [1laxpaiticTBo
B COIIIAJIbHUX Mepexax. BiamoBiganbHe MNOMUPEHHS
iHdopmanii y comialbHUX Mepexax. Pexomenpamii 3
6e3neyHoi poOOTH B COLIIATBHUX MEpekKax.

7. be3nexka MOOLILHMX PUCTPOIB. 1

[IpaBuna oOMEXEHHS JOCTYIY 10 MOOUIBHUX MPHUCTPOIB.
OcoOnuBocTi nepenaBaHHs KOHTAKTHOI 1H(GOpMallli 1HIINM
ocobam. ['omoBHI 3arpo3w, siKi BAHUKAIOTH IiJl 4ac poOOTH 3
MOOUTBHUMH TIpUCTposiMA. OCHOBHI TpaBmia Oe3medHOl
pOOOTH 3 MOOUTBHUMHU TPUCTPOSIMH.

8. ®dizuyHa Oe3meka. 1

Ponmp  dizuunoi Oesmekn y kibep3axucrti. besneka
KOHTPOJIbOBAHOI 30HHW. 3arpo3u, sKi BHHUKAIOTH IiJ 4Yac
BUKOPUCTaHHA 3MIHHHUX HOCIiB iHdopmMarii. 3B’s30K
corianbHOI 1HKeHepii Ta Hi3nyHOoi Oe3neKH.
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9. Yoe3neueHHsI Bil HenmpaBANBUX NOBiIOMJIEHb. 1
Bumn wManinynsamii 3 iHdopmariero 'y kibepcdepi.
PosmiznaBanHs ¢eiikiB B IHTepHeTi. 3axomu mpoTUAil
HENPAaBJIMBUM IMOB1JOMJICHHSIM.

10. IIpaBosi 3acaau Ki0epririenm. Komn’rorepne 1
TeCTyBaHHS.

ITpaBoBi 3acau KiOepririeHu B 3aKOHOAABCTBI YKpaiHu.

CIIMCOK JIITEPATYPU

1. Kibepririena ta npotuzis kidepOymninry. [TociOHUK 1715 IpOBeeHHS HaBYaHb MOJIOAIO
IUTsL MOJIOZ1, PO3pOOJICHUH B Mexkax mporpamu «Mpiemo Ta miemo», 2022.

2. Mamkait O., Hoco B. MeToanunuii mociOHMK Ui TPEHEPIB 3 MUTaHb KiOepririeHu y
pamKax cremnianbHoi mpodeciitHoi (cepTudikaTHoi) Iporpamu nigBuiIeHHs kBamidikarii: [Ipaktukym. —
K.: BAITE, 2021.
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